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Prawidtowa konfiguracja ISA Server 2004 do wspoétpracy z
programem mks_vir administrator

Konfiguracja ISA Server w wersji 2004:

» Logujemy sie w konsoli serwera ISA jako uzytkownik Administrator.

» Wybieramy w pasku zadan kolejno:

Start -> Wszystkie programy -> Microsoft ISA Server -> ISA Server Ma-
nagement
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=3 Microsoft Inkernet Security and Accele

Intemet security &
Acceleration Sefver 2004

Standard Edion

Getting Started 4 \-

Getting Started with ISA Server 2004 Tasks

Follow these steps to set up your ISA Server networks and protect the computers in these netwarks e
whie allowing traffic to fiow between them. (5 Define Administrative Roles
 Disconnect Selected Server

from Management Console
(€ Backup this 154 Server

Before you begin, read about securing your ISA Server computer,

Define Your ISA Server Network Configuration Configuration
Select a predefined network template to create your ISA Server network layout and apply default (3) Restore this I54 Server
policy rules. Use network rules to specify NAT or route relationships between your 1SA Server Configuration
networks,

Related Tasks
View and Create Firewall Policy Rules @ Export [SA Server
Create rules defining how ISA Server allows secure access to Internet sites, corporate e-mail, Configuration to a File

network servers, services and websites inside and outside your corporate netwark. Use
. Import from an Exported ISA

system policy editor to define how ISA Server enables the infrastructure necessary to manage (3) Impos i P :

network security and connectivity. Read about system policy... e bal e

g Define How ISA Server Caches Web Content

Define a cache drive and then acceleratee Web performance by specifying how Web contentis
downloaded to the cache and how often objects in the cache are updated.

E. Configure VPN Access

Enable and configure a secure virtual private netwark (VPN) for remote dient access to the
Internal network.

Monitor your ISA Server Networks

Use manitoring options to view current detalls abaut your system, to verify connectivity, define
alerts and generate reports.

* Rozwijamy ,,nazwa hosta” (w tej instrukcji ,nazwa hosta” to ,Server”):

rosoft Internet Security and Acceleration Server 2004 18] x|

Pk gk widok  Pomeg
& =+ |

[ Microsoft Internet Security and Accele
SR

S Security &
*EH] Manitoring Acceleration Serverzo04

Standard Edlion
114 Firewall Policy

£ virtual Private Networks (WPN) | /Getting Started / \-
+4% Canfiguration

{g}‘\q Getting Started with ISA Server 2004 Tasks

bay  Follow these steps to setup your ISA Server networks and protect the computers in these networks "

(._13’ whie allowing traffic to fiow betieen them, e
 Disconnect Selected Server

Before you begin, read about securing your ISA Server computer, from Management Console

(4) Backup this 154 Server

Define Your ISA Server Network Configuration Configuration

Select a predefined network template to create your ISA Server network lavout and apply default (3) Restore this I5A Server

policy rules. Use network rules to specify NAT or route relationships between your ISA Server Configuration

networks,

Related Tasks
View and Create Firewall Policy Rules (@) Export I5A Server
Create rules defining how IS4 Server allows secure access to Internet sites, corporate e-mail, Configuration to a File

network servers, services and websites inside and outside your corporate netiwork. Use the e
system policy editor to define how IS4 Server enables the infrastructure necessary to manage @) 1mpos e
network security and connectivity. Read about system policy... Server Configuration Fie

Define How ISA Server Caches Web Content

Define 3 cache drive and then accelerate Web performance by specifying how Web content s
downloaded to the cache and how often objects in the cache are updated.

Configure VPN Access

Enable and configure & secure virtual private netwark (VM) for remate dient access to the
Internal network.

He

Monitor your ISA Server Networks

Use monitoring options to view current details about your system, to verify connectivity, define
alerts and generate reports.
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* Wybieramy prawym klawiszem myszy ,,Firewall Policy”:

B Microsoft Internet Security and Acceleration Server 2004
Plik  Akcja  Widok  Pomac

=18

=] BEA[sFX00 03
=3 Microsoft Inkernet Security and Accele
E-lig server

£ Moritoring

) Virtual Priate Networks (PR

ternet Security &
Acceleration Eﬂwverm
Standard Edition

Firewall Policy

Toolbox Y/ Tasks \(Hel
% Configuratian o, e W
| Hame | Action | Protacals | From f Listener | To | Condition -
i [2]1 585 Locahost Dh... () Alow L DHCP (reply) (@) External “b.localHost % All Users Firewall Policy Tasks
iz ses Rww web p... (2 Alow l_‘,; HITP (73585 web lit... |a] publishing.s... B Al Users 3 Create New Access Rule
1 HrTPS 51 Publish a Web Server
a3 5B5OWAWebP.. (@ Alow LHTTP (73585 Web list... |a] publishing.s... % All Users ) Publish a secure Web Server
L HrTPs 51 Publish a Mai Server
)4 58S RWW Inbou... () Alow I SBS_Custo... @ External heLlocalHost R AllUsers 5] Create New Server Publishing
()5 sESFTP Server ... (@alon L FTP @ External olocal Host % Al Users o R .
e 4 Rule
7 G 4 p
[B)e  sBSFIP Outhou... () alow LLEFTR olocalHost @) Extemal Al Users % Delete Selected Rues
()7 sesrOPServer.. (@ Alow LLRDP (Temi... @ External <hlocalHost Al Users & Move Selected Rules Down
(s =BSROP Guthou... () Mlow 4] RDP (Termi... - Local Host @ External B Al Users (®) Disable Selected Rules
[F)s  sBsPeTR Outho... (@ alow L PeTR “ilocaltost @ External 2 Al Users
e System Policy Tasks
[ 10 sBs smtp Server .. () Alow L] sMTe @ External blocalHost Rl Users  dr ?:hcy
[ 11 565 WNTP Outbo... () Alow L4 TP i-localHost (@ Extemnal Al Users G Show System Poicy Rules
[E12 =8 POP3 Outbe... () Alow I PoP3 - Local Host @ External Al Users (#) Export Syst=m Foicy
[713 585 smtp outbo,. () Alow L] sMTp localHost @ External Al Users (3) Import System Policy
= [2] 14 5B5 Locahost Ac... () Alow L] HTTP elocalHost (@) Extemal Al Users
ﬁ HITPS Related Tasks
l@ Ident [ Define IP Preferences
L e (uoe) (%) Export Frewall Polcy
[#]15 sBsProtected M. (@ Alow L4 lloutbou... < All Protected... <2 All rotecte... By Allusers  — (3) Import Frewal Policy
= [2]16 5BS Micrasoft Up. . () Mlow L] HTTP <l 8l Pratected. . [] Microsoft Er... 8 all Users
lﬁ HTTPS [i5 svstem Pali...
[#]17 565 Internet Acc... () Alow [0 Al Outbou... <&, All Protected. .. @) External 58S Internet U
« 4 |
[Gotowe

* Wybieramy z menu:

Nowy -> Access rule...

rosoft Internet Security and Acceleration Server 2004 & x|
Plk  Akcja  Widok  Pomoc
XD @3
|53 Microsoft Internet Security and Accele Microsaft: &
-l server Internet Security
@-E oritorin Acceleration Server2004 Firewall Policy
2. Standard Edlion
Refresh
—— ewall Policy
e (Hery
Igort. . 0.~ | Hame | action | Protacals | From f Listener | To | Conditian a
Edit System Policy. [#J1  sBSLacahost Dh... () Allowr 1.5 DHCP (reply) (@ External “ilocal Host % All Users Firewall Policy Tasks
Access Rule LI HTTR (7355 web lit... |a] publishing.s... B Al Users 3 Create New Access Rule
" wiw | WebsererAublshigRuk.. W HrTPs 51 Publish a Web Server
Widol
——— SeduretwebServer PublishngRuke.. [ 1r7p (720585 Web lst... [a] publishings... % All Users 51 Publish & Secure Web Server
Pomac Mail Server Publishing Rule. . 10 r7es ) Publish aMad Server
Server Publishing Rule. . -
T T U 585_Custo... @ External heLlocalHost R AllUsers ) Create New Server Publishing
()5 sESFTP Server ... (@alon L FTP @ External olocal Host % Al Users R
e P [ Edit Selected Rule
7 @ i3 p
[f)e  sesFIP Outbou,.. () alow LLFFTR localHost @ Extemnal Al Users % Delete selected Rues
[]7  sesROPServer.. (@ alow LLERDP (Termi... @ Extemal <hlocalHost MRy AllUsers # Move Selected Rules Down
(s =85 ROP Guthou... () Mow 4] RDP (Termi... . Local Host @ External Al Users (8) Disable Selected Rules
[F)s  sBsPeTR Outho... (@ alow L PeTR “ilocaltost @ External 2 Al Users
P System Policy Tasks
[ 10 sBs smtp Server .. (D alow L sMTp @ External =ilocalHost R all Users = ?:hcy
[ 11 565 WNTP Outbo... () Alow L4 TP i-localHost (@ Extemnal Al Users G Show System Poicy Rules
[F12 S8 POP3 Outbe... () Alow I POP3 - Local Host @ External ) Al Users (#) Export Syst=m Foicy
[ 13 585 smtp outbo,. () Alow L] sMTe localHost @ External A Al Users (3) Import System Policy
= [2] 14 5B5 Locahost Ac... () Alow L] HTTP elocalHost (@) Extemal Al Users
Iﬁ HTTPS Related Tasks
l_\% Idert [#f Define IP Preferences
L e (uoe) (%) Export Frewall Polcy
[#]15 sBSProtected M. (@ Alow [LLalloutbou... < All Protected... < All Protecte... B Allusers  — (3) Import Frewal Policy
= [2]16 5BS Micrasoft Up. . () Mlow L] HTTP <l 8l Pratected. . [] Microsoft Er... 8 all Users
lﬁ HTTPS [i5 svstem Pali...
[#]17 565 Internet Acc... () Alow [0 Al Outbou... <&, All Protected. .. @) External 58S Internet U
4 |
O

» Wpisujemy Aktualizacja mks_vir i wciskamy przycisk ,Dalej”:
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New Access Rule Wizard x|

Welcome to the New Access Rule

Microsoft A Wizard

Internet Security &

Acceleration 2004
Thig wizard helpz you create a new access e, Access
rules define the action that iz taken, and the protocols that
may be uged, when specified clents from one network,
attempt to access specific destinations or content on
another network,

.
[ —

--- i
- IAktuaIizacia miks_wir

To continue, click Next.

< Wistenz Aniluj

* Zaznaczamy opcje ,Allow” i wciskamy przycisk ,Dalej™

New Access Rule Wizard x|

Rule Action

Select how client requests for contert from the specified destination are dealt with
if the conditions specified in the rule are met.

Action o take when ule conditions are met;
¥ Bl
" Deny

< Wistecz I Dalej » I Aniluj |

* Wybieramy ,, This rule applies to: Selected protocols” i wciskamy przycisk ,Add...”.
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New Access Rule Wizard x|

Protocols
Select the protocols thiz rule applies to.

Thiz rule applies to:

Selected protocols

Pratocols:

dd

e |
[ fenee |
_ Pt |

Edit..

Hemawe

Ports...

< Wistecz I Dalej > I Aniluj |

* Rozwijamy gataz ,,Web”, wybieramy ,HTTP”, po czym wciskamy przyciski ,Add”:

Add Protocols

Protocols:

[x

Mew - Edit,.. Delete

[ Commaon Prokocols
[ Infrastructure
[ mail
[ Insktant Messaging
[ Remote Terminal
[ Streaming Media
[ ¥PM and IPSec
L5 web

L Fre

ﬂ;'g,ﬂ_ FTP Setver

L

LiE HrTRS

L' HTTPS Server
[ User-Defined
[ Authentication
[ Server Prokocals
[ all Prokocols

Add Close |

* Wybieramy ,,HTTPS”, po czym wciskamy przyciski ,Add” i ,Close”:
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Add Protocols x|

Protocols:

Mew - Edit,.. Delete

[ Common Protocals
[ Infrastructure
3 mMai
[ Instant Messaging
[ remaote Terminal
[ streaming Media
[ ¥PM and IPSec
=l L5 web

L Fre

u-;!!ﬂ FTP Setver

L HrTe

L.

L'} HTTPS Server
[ User-Defined
[ authentication
[ Server Protocols
3 all Protocals

Add Close

» Wciskamy przycisk ,Dalej”:

New Access Rule Wizard x|

Protocols
Select the protacals thiz rule applies to.

Thiz rule applies to:

I Selected protocolz

Pratocols:

LiHTTP fidd
L HTTPS

Edit...

FHemave

Portz...

< Wistecz Aniluj

1 EEE

» Wciskamy przycisk ,Add...”
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New Access Rule Wizard x|

Access Rule Sources
Thisg rule will apply to traffic orginating from the sources specified in thiz page.

Thiz rule applies to traffic from these sources:

Add...

Edit:..

Bemaoyve

i

< Wistecz I Dalej > I Aniluj |

* Rozwijamy gataz ,,Networks”, wybieramy ,,Internal” i wciskamy przycisk ,Add”:

Add Network Entities x|

Metwark entities;

Mew - Edit,.. Delete

= L= Metworks
a' External
S Inicrnal
== Local Host
== Quarantined YPH Clients
C5 WPN Clients
[ Metwork Sets
[ Computers
[ Address Ranges
[ Subnets
[ Computer Sets

Add Close |

* Wybieramy ,local Host”, po czym wciskamy przyciski ,Add” i ,Close”:
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Add Network Entities x|

Metwark entities;

Mew - Edit,.. Delete

El [ Metwoarks
'a' External
== Inkernal
Local Host
== Quarantined YPH Clients
L0 WPM Clients
[ Metwork Sets
[ Computers
[ address Ranges
[ Subnets
[ Computer Sets

Add Close

» Wciskamy przycisk ,Dalej”:

New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply ta traffic orginating from the sources specified in thiz page.

This rule applies to traffic from these sources:

=L |mternal Add...

=l L ocal Host
ocal Hos Edit

Hemayve

i

< Wistecz

Aniluj |

» Wciskamy przycisk ,Add...”
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New Access Rule Wizard x|

Access Aule Destinations
Thig rule will apply to traffic zent from the rule zources to the destinations zpecified

in thiz page.

Thizs rule applies to traffic sent to these destinations:

Add...

Edit:..

i

Bemaoyve

< Wistecz I Dalej > I Aniluj |

» Rozwijamy gataz ,,Networks”, wybieramy ,,External”, po czym wciskamy przyciski ,,Add”
i ,Close™

Add Network Entities x|

Metwark entities;

Mew - Edi... Delete

= L= Metworks
" External
== Inkernal
== Local Host
== Quarantined YPH Clients
4 YPM Clients
[ Metwork Sets
[ Computers
[ Address Ranges
[ Subnets
[ Domain Name Sets
[ URL Sets
[ Computer Sets

add Close

» Wciskamy przycisk ,Dalej” az do konca kreatora:
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New Access Rule Wizard x|

Access Aule Destinations
Thig rule will apply to traffic zent from the rule zources to the destinations zpecified
in thiz page.

Thizs rule applies to traffic sent to these destinations:

a' External Add...

Edit:..

Bemaoyve

i

< Wistecz

New Access Rule Wizard x|

User Sets

Y'ou can apply the rule to requests from all users. Or, pou can limit access to
specific user sets.

Thiz rule apples to requests from the following user sets:

T Al sers Add..

Edit.

Bemove

Ui

< Wistecz

Ao |

» Konczymy dziatanie kreatora wciskajgc przycisk ,Zakoncz”:
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New Access Rule Wizard x|

Completing the New Access Rule
Micronst Wizard

Internet Sm% “You have successiully completed the New Access Rule
Acceleration 2004 Wizard The new Access Rule will have the following
configuration:

Mame:

Aktualizacia mks_wir
Action:

Al
T raffic:

HTTFHTTPS
Sounze:

Internal:Local Host
Drestination:

External —
Accepted user gats;

[ 3

Tao cloze the wizard, click Finizh.

|»

< Wistecz Aniluj |

* Ponownie wybieramy prawym klawiszem myszy ,,Firewall Policy”:

rosoft Internet Security and Acceleration Server 2004 =18] x|
Form
EREIEE R ACICRACK ) |
23 Microsoft Internet Security and Accels Microsoft &
E1g Server n Security Firewall Poli
8 0] eritoring Acceleration Server 2004 IrEnalEOReY
: Standard Edition
£+ Virtual Private Netwarks (¥Ph) 1\ Apply Discard | To save changes and update the configuration, cick Apply.
48 Configuration
/sl ol \ Tasks \(FEB )
0.+ | mname | action | Protacols | From [ Listener | To | Condition -
2 [4]1 Akuslizacia mks... () Allow l_‘,‘;HTTP i Inkernal @ Extermnal P all Users Firewall Policy Tasks
| LiHrTPS ~-Local Host 5 Create New Access Rule
[#]2  sBSLocahastoh... (@ Alow 1 DHCP (reply) @ External A LlocalHost R Al Users {51 Publish a Web Server
= ell3  SES RN b p... () Mow l_‘% HTTP (73585 eb list.... |&] publishing.s... &% Al Users {2 Publish a Secure Web Server
LifHrTes 5 Publish a Mail Server
= ogbld  3BS OWAWebP... () Alow L] HTTP (731585 Web list... |a] publishing.s... &% Al Users {2 Create New Server Publishing
lﬁHTTPS Rule
[#)5  ses rww Inbou... () Alow 1 SE5_Custo... @ External localHost A% Al Users (&' Edit Selected Ruie
[f)e  sesFIP Server ... (@alow LIFTR @ External blocalHost R All Users 23 TEIEc:d T”‘es
B $ Move Selected Rules Down
[]7  sesFIP Outbou,.. () alow LLEFTP iolocalHost @ External A4l Users ® o
ble Selected Rules
[l sESROPServer... (@ alow L4 RDP (Termi... @ External dolocalHost 8% All Users
[F)s  sesroPoutbou... (@ Alow LU RDP (Termi.., local Host @ External 2% All isers System Policy Tasks
[ 10 sesPrTR Qutbo... () alow L4 pPTF localHost @ External A Al Users e
B Policy Rules
[ 11 585 Smip Server ... () Alow L4 sMTP @ External blocalHost B All Users @
;l 5 (%) Export System Policy
2 G 7
[E12 58S hTP Outbo.., (@) Alow L TP localHost @ Extemal A2 4l Users (3) Import 5ystem Poicy
()13 sesPoP3 outbe... (alow L ror3 localHost @ External M alusers —
(714 585 Smep Outbo... (Qalow L suTe elocslbost @ Extemal R AllUsers Related Tasks
% Define I7 Preferences
= [2]15 58S Locahost Ac... () Alow L] HTTP delocalHost @ Extemal B Al Users o
i it (® Export Firewall Policy
l@ Idert (3) Import Frewal Policy
1L TP (UDF) -
[ I G| £ | |

» Wybieramy z menu:

Nowy -> Access rule...

10
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rosoft Internet Security and Acceleration Server 2004 18] x|
s == E N S ICR AN |
(2 Microsoft Internet Security and Accels Microsoft &
kg server nternet Security
9 7 Wecit Acceleration Server 004 b e
: - Standard tion
. Refresh 5
“o ey Re 1\ _Aeply Discard | To save changes and update the configuration, cick Apply.
-5 Conf
Export...
Import.. - -
I Firewall Policy
Eok Syt .. \ Tass (RN
T = b o e | action | Protacols | From / Listener | To | Condtion E
o] b o Gaemna Pl eers irewall Poli
ik Web Server Publhing Rue... B g @ B bt ” altl ':°I':‘V TaRSI'“
M Secure Web Server Publishing Rule... 13 CreateNew Access Rule
Pomac il Server Publishing Rule. . DHCP (reply) @ External haLlocalHost Al Users =1 Publish a \Web Server
Server Publishing Rule. .. sy (50565 Web lis... |a] publishing.s... 2 &llUsers 51 Publish a Secure Web Server
LiiHrres 5 Publish a Mail Server
= ogbld  3BS OWAWebP... () Alow L] HTTP (731585 Web list... |a] publishing.s... &% Al Users {2 Create New Server Publishing
I.jHTTPS Rule
[#s  ses rww Inbou... (@ Alow 1] SE5_Custo... @ External localHost A% Al Users [ Edit Selected Ruie
[fle  sesFIPserver .. (@alow LLIFTR @ External blocalHost R ll Users Iiceresseasiiis
E # Move Selected Rules Down
[]7  sesFIP Outbou,.. () alow LLEFTP iolocalHost @ External A4l Users ® .
ble Selected Rules
[l sBsROPServer... (@ alow L ROP (Termi... @ External bolocalHost 2 All Users
[f)9  sBsROP Outhou.., () Mlow LI RODP (Termi.., .localHost @ External Al Users System Policy Tasks
(& 10 sesPPTP Qutbo... (Ao L pPTP <ilocalHost @ External A2 All Users e
- Show System Policy Rules
58S Smtp Server ... () Alow L sMTp @ External blocalHost 8% All Users &
5 () Export System Policy
@ 7
565 WNTP Outho... () Alow L1 nwTR olocalHost @ Extemnal 4l Users (3) Import 5ystem Poicy
585 POF3 Qutba... () Al 11 PoP3 localHost @ External M dlusers —
585 Smtp Outbo... (Zalow L sue Jilocslbost @ Bxtemal % allUsers Related Tasks
' Define IF Freferences
585 Locahost Ac... () Alow L1 HTTP JlocalHost @ BExternal % Al Users =
i it () Export Firewall Poiicy
I@ Idert (3) Import Frewal Policy
L e (uopy =
e e —

» Wpisujemy Administracja mks_vir i wciskamy przycisk ,Dalej”:

MNew Access Rule Wizard

Micrasoft
Internet
Accele

-- I.f-‘n.dministracia ik wir

rtion Setverzro

Welcome to the New Access Rule
Wizard

This wizard helps you create a new access rule, Access
rules define the action that iz taken, and the protocols that
may be uzed, when specified clients from one netwark
attempt to access specific destinations or content on
anather netwark,

Access e name:

To continue, click Mext.

¢ Wstenz Aniluj

e Zaznaczamy opcje ,,Allow” i wciskamy przycisk ,Dalej”:

11
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New Access Rule Wizard x|

Rule Action
Select how client requests for contert from the specified destination are dealt with
if the conditions specified in the rule are met.

Action o take when ule conditions are met;
" Blows
" Deny

< Wistecz I Dalej > I Aniluj |

* Wybieramy ,, This rule applies to: Selected protocols” i wciskamy przycisk ,Add...”

New Access Rule Wizard x|

Protocols
Select the protocols thiz rule applies to,

Thiz rule applies to:

Pratocols:

Edit..

Hemave

Ports...

3

< Wistecz I Dalej » I Aniluj |

» Wybieramy z menu:

New -> Protocol

12
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Add Protocols x|

Protocols:

Mew = Edib... Delete

RPC Protocol

Praokoc ol

[ Instant Messaging
[ remaote Terminal
[ streaming Media
[ ¥PM and IPSec
[ 'web

[ User-Defined

[ Authentication
[ Server Prokocals
3 all Protocals

Add Close |

* Wpisujemy mks_vir administrator ports i wciskamy przycisk ,Dalej”:

New Protocol Definition Wizard

: Welcome to the New Protocol
Microsoft

Internet Security & Definition Wizard
Acceleration 2004

This wizard helps you create a new pratocol definition.
Protocol definitions specify the low-level protocol: and port
riumbers that connections use.

Pratocol definition name:

-
[ —

Imks_vil administrator ports

To continue, click Mest.

x|

< Wistecs

Anulu

» Wciskamy przycisk ,New...”:

13
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New Protocol Definition Wizard x|

Primary Connection Information
“Which port number, protocol, and direction are uzed for the primary connection?

Paort Fiange | Protocol Type | Direction | Mew...
Edit... |
Delete |

- For protocolz uzed in access wles, protocol direction should be outbound.

1 Far server publizhing rules, pratocal direction must be inbound,

Help about creating new protocals

< Wistecz I Dalej > I Aniluj

» Wybieramy:

Protocol type: TCP
Direction: Outbound
Port range:

From: 4000
To: 4003

(mks_vir administrator domysinie uzywa czterech kolejnych portéw zaczynajgc od
portu ,4000”, czyli sg to porty ,,4000-4003”; w przypadku uzycia innego portu poczat-
kowego nalezy wpisac¢ odpowiednie wartosci w pola ,From” i, To0”)

i weiskamy przycisk ,,OK”:

Protocol kype: TCP - Protocal Mumber: I g
Direction: IOutbound - I

—Port Range

Erarn: | 4000 Tao: | 4003

~ ICMP Properties

ICMP Code: I ICMP Type: I
Cancel |

a nastepnie przycisk ,Dalej”:

14
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New Protocol Definition Wizard x|

Primary Connection Information
“Which port number, protocol, and direction are uzed for the primary connection?

Paort Fiange | Protocol Type | Direction | Mew... |
4000-4003 TCF Outbound
Edit... |
Delete |
i For protocolz uzed in access wles, protocol direction should be outbound.

Far server publizhing rules, pratocal direction must be inbound,

Help about creating new protocals

< Wistecz

Aniluj

e Zaznaczamy , Yes” i wciskamy przycisk ,New...”:

New Protocol Definition Wizard x|

Secondary Connections
Select the zettings for any secondary connections.

Do pou want ta uze secandary connechions?
i~ Mo

Fuort B ange | Protocaol Tope | Direction |

[Delete

=
I
\_E

< Watecs I Dalej » I Anulug

* Wybieramy:

Protocol type: TCP
Direction: Inbound
Port range:

From: 4000
To: 4003

(mks_vir administrator domysinie uzywa czterech kolejnych portow zaczynajgc od
portu ,4000”", czyli sg to porty ,,4000-4003”; w przypadku uzycia innego portu poczat-
kowego nalezy wpisac¢ odpowiednie wartosci w pola ,From” i, To”)

I weiskamy przycisk ,,OK”:

15
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Mew/Edit Protocol Connection

Direction: IIanund i I
~Port Range
Fram: 4000 To I 4003

Protocol bype:

TCP -

Protocol Mumber: I &

2%

~ ICMP Properties
ICMP Code:

Cancel |

a nastepnie przycisk ,Dalej”:

MNew Protocol Definition Wizard

Secondary Connections

Select the settings for any secondan connections.

Do pou want to uze zecondary connections?

" Mo
= Yes
Part Fange | Protocal Type | Direction | Mew...
4000-4003 TCP Inbound
Delete |

< Wistecz

Aniluj |

» Konczymy dziatanie kreatora wciskajac przycisk ,Zakoncz”:

New Protocol Definition Wizard

Microsoft
Internet Security &
Acceleration 2004

Completing the New Protocol
Definition Wizard

Y'ou have successfully completed the New Protocol

Drefinition ‘wizard. The new pratocal definition will have the

following configuration:

Mame:
mkz_wir administrator ports

Initial connection:
Protocol: TCP
Part; 4000-4003
Direction: Dutbound
Secondary Connections:
Protozaol: TCP
Part; 4000-4003
Direction: [nbound

=l

To cloze this wizard, click Finizh,

<wistecz | Zakoricz |

x|
I
=l
A |
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* Rozwijamy gataz ,,All Protocols”, wybieramy ,,mks_vir administrator ports”, po czym
wciskamy przyciski ,Add” i ,,Close”:

Add Protocols x|

Protocals:

Mew - Edit... Delete

L' Lpaps -]
L' Loaps GC (Glabal Catalog)

L' Micrasaft CIFS (TCP)

L Microsaft CIFS (LDP)

H-;IE.H_ Microsoft Operations Manager Ag
L Micrasaft sQL (TCP)

L Microsaft SQL (UDP)

H-;IE.H_ Microsoft SQL Server

H-;IE.H_ rks _vir adrinistrator ports
L pms J
H-;IE.H_ M3 Server

H-;IE.H_ M3 Firewall Contral

L psm

H-;IE.H_ MM Messenger

H-;IE.H_ MetzPhone

H-;IE.H_ MetZPhone registration

[_l;'{_ MetBios Datagramn LI
Add Close |
» Wciskamy przycisk ,Dalej”:
x

Protocols
Select the protocols thiz rule applies to.

This rule applies to:

I Selected protocaols

Pratocols:

ﬂ-_';'_ rikss_wir adminiztrator ports
Edit...

Hemave

UL

Ports...

< Wistecz Aniluj |

» Wciskamy przycisk ,Add...”:
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New Access Rule Wizard x|

Access Rule Sources
Thisg rule will apply to traffic orginating from the sources specified in thiz page.

Thiz rule applies to traffic from these sources:

Add...

Edit:..

Bemaoyve

i

< Wistecz I Dalej > I Aniluj |

* Rozwijamy gataz ,,Networks”, wybieramy ,,Internal” i wciskamy przycisk ,Add”:

Add Network Entities x|

Metwark entities;

Mew - Edit,.. Delete

= L= Metworks
a' External
S Inicrnal
== Local Host
== Quarantined YPH Clients
C5 WPN Clients
[ Metwork Sets
[ Computers
[ Address Ranges
[ Subnets
[ Computer Sets

Add Close |

* Wybieramy ,local Host”, po czym wciskamy przyciski ,Add” i ,Close”:

18
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Add Network Entities x|

Metwark entities;

Mew - Edit,.. Delete

El [ Metwoarks
'a' External
== Inkernal
Local Host
== Quarantined YPH Clients
L0 WPM Clients
[ Metwork Sets
[ Computers
[ address Ranges
[ Subnets
[ Computer Sets

Add Close

» Wciskamy przycisk ,Dalej”:

New Access Rule Wizard x|

Access Rule Sources
Thiz rule will apply ta traffic orginating from the sources specified in thiz page.

This rule applies to traffic from these sources:

=L |mternal Add...

=l L ocal Host
ocal Hos Edit

Hemayve

i

< Wistecz

Aniluj |

» Wciskamy przycisk ,Add...”
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Mew Access Rule Wizard

Access Aule Destinations

Thig rule will apply to traffic zent from the rule zources to the destinations zpecified

in thiz page.

|

Thizs rule applies to traffic sent to these destinations:

i

Add...

Edit:..

Bemaoyve

< Wistecz I Dalej > I

Aniluj |

B

Add Network Entities
Metwark entities;
Mew - Edit,.. Delete
[=] [ Metwarks

" External
s
== Local Host
== Quarantined YPH Clients
4 VPN Clients

[ Metwork Sets
[ Computers
[ Address Ranges
[ Subnets

[ Domain Name Sets
[ URL Sets

[ Computer Sets

add Close

* Rozwijamy gataz ,,Networks”, wybieramy ,,Internal” i wciskamy przycisk ,Add”:

20
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Add Network Entities x|

Metwark entities;

Mew - Edit,.. Delete

El [ Metwoarks
'-a' External
== Inkernal
Local Host
== Quarantined YPH Clients
L0 WPM Clients
[ Metwork Sets
[ Computers
[ address Ranges
[ Subnets
[ Domain Mame Sets
[ URL Sets
[ Computer Sets

Add Close

» Wciskamy przycisk ,Dalej” az do konca kreatora:

New Access Rule Wizard x|

Access Rule Destinations

Thiz rule will apply to traffic zent from the rule sources ta the destinations specified
in thiz page.

This rule applies to traffic sent to these destinations:

=L |mternal Add...

=l L ocal Host
ocal Hos Edit

Hemayve

i

< Wistecz

Aniluj |
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New Access Rule Wizard x|

Uszer Sets
Y'ou can apply the wle to requests from all ugers. Or, you can limit access to
specific user sets.

Thiz rule applies to requests from the following user sets:

o 8l Users Add...
Edit...

i

Bemaoyve

Aniluj

< Wistecz

» Konczymy dziatanie kreatora wciskajgc przycisk ,Zakoncz”:

New Access Rule Wizard x|

Completing the New Access Rule

Microsoft Wizard

Internet Security & Y'ou have successfully completed the New Access Rule

Acceleration 2004 ‘Wizard, The new Access Rule wil have the following
caonfiguration:

M arne;

Administracia mks_wir
Action;

Allowy
Traffic:

mks_vir administratar ports
Sounce:

Internal:Local Host
Drestination;

Internal:Local Host —

Accepted user sets: -
A LIJ

To cloge the wizard, click Finish.

| »

{Zakoncz | Anului |

< Wtecz

» U gory ekranu wybieramy ,,Apply” by zmiany zostaly zastosowane:
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(2 Microsoft Internet Security and Accels Microsoft

- lag Server nf Security & .
9 1] Moriorin Acceleration Server 004 b e
- Standard Edtion
e
2D Virtual Private Networks (PN} 1y Aeply Discard | To save changes and update the configuration, cick Apply.
+%F Configuration
ewall Policy Y Toobon
0.+ | Hame | Action | Protacols | From [Listener | To | Condition -
i Administraciamk... () Alow L mks_vir ad... -4 Internal . Internal e all Users Firewall Policy Tasks
ilocalHost o Local Host 5 CreateNen Access Rule
Aktualizacia mks. . () Allow H%HTTF < Inkernal @ Extermnal o all Users =) Publish a Web Server
LLIHTTPS s tocal ot 5 Publish a Secure Web Server
585 Localhost Dh... () Alow L3 DHCP (reply) @ External <holocalHost R All Users =) Publish a Mail Server
SES FWW Web p... () Alow L HTTR (731585 Web list... |a] publishing.s... &% Al Users {5 Create New Server Publishing
i HrTes Rule
SBS OWA Web P... (Zalow LI HTTP (70585 web list... |g] publishing.s... &%, All Users [ Edit Selected Ruie
Lf HrTPs X Delete selected Rules
565 R Tnbou,, () Alow 1L 5B5_Custon. @ External “ilocalHost %Al Users # Move Selected Rules Down

&7 sesFiP server .. (@alow LEFe @ External ilocalHost R All Users (8) Disable selected Rules
[ls  sESFTP Outbou... (Zalow LEFTR i-localHost (@ Extemnal Al Users System Policy Tasks
[tJo  sesrOPserver.. (@ Alow I RODP (Termi... @ Extermal ielocalHost (Al Users [ Edit System Palicy
[ 10 sesRrOP Outbou,., (G Mlow LI RDP (Termi.., stocslHost @ Extermal Al Users S Show System Policy Rules
[ 11 58S PPTP Qutbo... (@ Alow LA PPTP ilocalHost  @Exenal Al Users (® Export System Polcy
()12 565 Smtp Server ... (@ Alow U] smaTp @ External localHost  fRAlUsers (Dt ek
[713 58S WMTP Outbe... () Alow L1 NP olocalHost @) Extemal Al Users Related Tasks
(514 ses PoP3 outbe... (D alow L Por3 <ilocalHost @ External A2 All Users [&f Define IF Preferences
(715 385 Smtp Outbo... (Qalow L suTe olocalbost  @Externa My AllUsers (© Export Firewal olicy

585 Locahhost Ac... () Alon lg% HITP localtost  @Extema % AlUsers O R

U HTTes

4 |
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